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Cyberwar
- DeepSec 2012

We Came In Peace c5 ) &
Hackers vs.

FX of Phenoeli



Who the fuck is FX?

' Specializing on attack techniques
since ~20 years

- Focus on communication
Infrastructures
-H Routers of US and Chinese making
-4 Security cleared handheld devices
-1 Office infrastructure for dead trees
-H Reverse engineer
-H Reading code instead of blogging

-+ Token hacker at military and
diplomatic conferences




Definitions

-#Weapon : Tool to damage another e Y|
living beingds physger
capacity to act, injure it or kill it. =y

-+ War:. Systematic use of force in a
dispute between two or more actors,
of which typically at least one is a
sovereign nation state.

-HWars by definition accept to injure and —
kill enemies as well as causing Ui
significant damage to infrastructure and
natural resources.




Definitions Il

1 Bug: A software bug is an error, flaw,
mistake, failure, or fault in a computer
program or system that produces an
Incorrect or unexpected result, or causes it
to behave in unintended ways.

-H Vulnerability : In computer security, a
vulnerabllity is a weakness which allows an
attacker to reduce a system's information —
assurance. b 1

H Exploit : A piece of software, a chunk of
data, or sequence of commands that takes
advantage of a vulnerability in order to cause
unintended or unanticipated behavior to
occur on computer software or hardware.
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Bugs Are Military
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Historical Context

 J. C. R. Licklider was hired in 1962 as
Director of the Information Processing
Techniques Office at DARPA

-1 His task: Interconnect the DoD computers at
Cheyenne Mountain, the Pentagon, and SAC

HQ
-H ARPANET was initiated by Robert Taylor based
onL I c k | visreof umigersal networking
= The development of the Internet was
Initiated and sponsored by the United States
military
HPorn made 1t big | ater,
1 Being surprised of the militarization of the
Net Is like being surprised of the increasing
commercial use in the 90s
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Kernel Memory Corruption
Exploit Written in Fortran: 1972
James P. Anderson, US Air Force

DIMENSION IFILC33)
|0 DIMENSI®N INSC100) DIMENSI@N ICHR(64) 630 INS(25)=0
200 DIMENSIBN LDUMC13)sJDUMC24) 640 INSC16)=1P99
JOC ===mmmmm—- ' DIMENSI@N IBIGL24) 650 INS(26)=0
40C INS 15 THE ARRAY INT® WHAICH INSTRUGTI@NS ARE FLANTED ASCII ICHRsJDUM 660 INSCE6)=0
50C 8Y THE PENETRATER DATA ICHR/2060000000000s8061000000000.8062000000000. 670 101 FURMATOIXSL4s 1,812
50C & 0& 063000000000 @064000000000s 8065000000000, 8066000000000, 680 66 CONTINUE
7oc 9 0& P067000000000s B0T0000000000,90710000000005 B0 43000000000, 685 PRINT 101, INS(25),INSC25)
30 DATA INSC1Y /706350047 100& 2043000000000, 690 D& T9 1=34, 500
70 DATA INSC2) /027550047 110& 2100000000000, 072000000000, 8076000000000, 8077000000000, 700 INS(IX=0
100C 120& A040000000000,@101000000000s 0102000000000, @103000000000, 710 79 CONTINUE
130& G104000000000s@ 105000000000, @ 106000000000, 2107000000000, 720 ASSIGN 200 T@ N1
1 20C THE VALUE 8F IBRK 15 EGQUIVALENT T8 TRA 0s3 1402 @110000000000,@111000000000,@0 46000000000, BOS6000000000, 730 INSCAI=N]
1 50& 2135000000000, 8050000000000, 207 4000000000, 8134000000000, 740 N2=1
1602 2136000000000, 2112000000000, @113000000000, 8114000000000, 750 INSINZ)=INSCL)
150 DATA IERK/@710013/ 170& @115000000000»8136000000000,@117000000000,8120000000000, 760 GE T2 IBRK
1 60C 180& B121000000000s @ 1220000000005 BOS5000000000, 3044000000000, 770 200 CONTINUE
190& 2052000000000, 8051000000000, 8073000000000, 8047000000000, = 780 GE Ta(604s605)sLLL
180C SE15 UF THE RETURN 200& ©053000000000,8057000000000,2123000000000, 2124000000000, 790 604 CONTINUE
190C 210& 2125000000000, @1 26000000000, 8127000000000, 2130000000000, 800 D@ 615 I=1,40
200C 2204 1310000000005 @ 132000000000, 8137000000000, 2054000000000, B 10 IFCINS(L)) 6165615,616
210 ASSIGN 200 T Nt 2308 045000000000, @075000000000, 8042000000000, 8041000000000/ S20 616 PRINT 101, 1.INS(1)
2z20c 240 DATA IFIL/236002000,8001356,020014115050s0,0, B30 615 CONTINUE
2 30C £50& POO1361000000, 2001372001363, 3001364000000, 04 0s 840 GO 1@ 602
240G PLACES THE RETURN IN THE ARRAY 260& 8740000000000, 0592000002, 5510102010000, 8000220202020, 850 605 CONTINUE
2E0C =mmmm==- . £70& @760000000000:@777TTTTTTTT728510102010000» 860 J=0
260C ’ 280& P000220202020s 8202020202020, 8202020202020, 177777777777, 865 6T T8 714
270 INSC3Y=N1 £90& @510102010000, 8000220202020, 0202020202020, 3202020202020, 8670 715 CENTINUE
280C 3008 B1021221 130625 30400400400 405 BO 400 400400 40 3040040040040, BBO IFCINSC102+J) +NE. INS(105+J)) G2 T@ 805
A900 =-=m=m—=mm—=—— -- 310& @TTTTTITTTIT97 882 IFCINSC102+J) .EQ. O) G@ T@ 805
300C ASSIGNS VALUE 320 KKK=2 : 890 714 CONTINUE
________ ———— 330 LLL=2 900 IFCINSC102+4J) .E@. IP77) G@ T@ 7T1&
340 DATA IP3/01373/ 910 INSC102)=INSC105+J)
350 DATA 1P4asr@1376000000/ 920 INSC103)=INSC106+0)
360 DATA IPS5/B1414001400/ 930 INSC110)=INSC110+J)
370 DATA 1P6/01401000000/ : 940 INSC1113=INSCI114+J)
T WEXT STATEMENT CAUSES X3 T@ BE LOADED WITH THE ADDRESS 380 DATA IBRK/B710013/ 950 5 FORMATCIH »3(@12,1X))
@F THE FIRST W@RD @F THE ARRAY INS 390 DATA 1P77/2770000000000/ 960 ENCODECIDUM»s 1)INSC102) » INSC103) INSC110), INSTIL1D
400 DATA 1P1/02001433/ 970 1 FBRMATCA(B12))
410 DATA INSC1)/0635004/ 980 DECODECIDUM, 13)CIBIG(IIs1=1,s24)
400 INSCN2I=INSC(1) 420 DATA INS(2)/82755004/ 990 13 FORMAT(43¢22))
410C 422 DATA [P9E/00&0000000000/ 1000 DB 99 I=1.24
4200 ===sm==msmm—————— —m—————— 430 DATA IP99/851010303000301/ 1010 IK=IBIGCL)+]
430C CPMPILES AS A DIRECT THANSFER 10 THE INTEGER VARIABLE IBRK 440 G2 TOC600s 6010 5 KKK 1020 JOWICII=ICHROIKY
450 600 COBNTINUE 1030 %9 CBNTINUE
4500 460 ASSIGN 677 TO N1 1040 PRINT 3,€JDUMC1).1=1,24)
460G G@ T@ 1BRK 470 INSC3) =N 1050 3 FARMATCLH 2 12CA1)2 1K 120A1))
4700 480 Ne=1 1060 713 J=Jd+i2
4800 ===msssmmrmm——————— - 490 INSCHN2I=INSC1) 1070 Go 1@ 715
490C CONTROL RETURNS HENE FHOM CBDE IN INS 500 G@ T8 IBRK 1080 716 CONTINUE
- 510 677 PRINT 678s INSC4) 1090 INSC25)=INS(25)+1
520 678 FRRMATC1X.012) 1100 G2 1@ &6
520 200 PRINT 201, IN5C4) 530 G& T@ 602 1120 BOS5 J=Jd+1
530 201 FORMATC1X»012) 540 601 CBNTINUE 1130 IFCJ «G1. 500) G@ T8 716
540 STAF 550 DB 77 I=1s33 1140 IFCJ+100 «GT. 500) G3 1@ Tié
550 END 560 INSCId=IFILCI) 1150 IFCINSC100+J) .EQ. [P98) G@ T@ 807
$70 77 CANTINUE 1160 IFCINSC100+J) EQ. IPT7Y GB TO 716
1
1
1

580 INSC3)=1P1 170 GR 19 805
590 IN5C2)=1F3 180 807 CONTINUE
600 INS(B)=1F4 190 G@ 1@ 715
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Historical Context I ;|

-H The first documented case of

Irreqular personal being used for

hacking is Markus Hess, CCC
Hannover

-H Detected August 1986

HCl assi fied as APer s ([is
| ntruder 0O

H Directed and paid by the KGB @
-1 At that time, the Internet connected —
~20.000 computers LR

= Most of them used for research,
development and administration




1980 Style APT
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