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Who the fuck is FX?  

Specializing on attack techniques 
since ~20 years 

Focus on communication 
infrastructures 

Routers of US and Chinese making 

Security cleared handheld devices 

Office infrastructure for dead trees 

Reverse engineer 
Reading code instead of blogging 

Token hacker at military and 
diplomatic conferences 



Definitions  

Weapon : Tool to damage another 
living beingôs physical and mental 
capacity to act, injure it or kill it. 

War: Systematic use of force in a 
dispute between two or more actors, 
of which typically at least one is a 
sovereign nation state. 

Wars by definition accept to injure and 
kill enemies as well as causing 
significant damage to infrastructure and 
natural resources. 



Definitions II  

Bug : A software bug is an error, flaw, 
mistake, failure, or fault in a computer 
program or system that produces an 
incorrect or unexpected result, or causes it 
to behave in unintended ways. 

Vulnerability : In computer security, a 
vulnerability is a weakness which allows an 
attacker to reduce a system's information 
assurance. 

Exploit : A piece of software, a chunk of 
data, or sequence of commands that takes 
advantage of a vulnerability in order to cause 
unintended or unanticipated behavior to 
occur on computer software or hardware. 



Bugs Are Military  

Filed by Rear Admiral Grace Murray Hopper, US Navy 



Historical Context  

J. C. R. Licklider was hired in 1962 as 
Director of the Information Processing 
Techniques Office at DARPA 

His task: Interconnect the DoD computers at 
Cheyenne Mountain, the Pentagon, and SAC 
HQ 

ARPANET was initiated by Robert Taylor based 
on Lickliderôs vision of universal networking 

The development of the Internet was 
initiated and sponsored by the United States 
military 
Porn made it big later, but thatôs another story 

Being surprised of the militarization of the 
Net is like being surprised of the increasing 
commercial use in the 90s 



Kernel Memory Corruption 

Exploit Written in Fortran: 1972  

James P. Anderson, US Air Force  



Historical Context II  

The first documented case of 
irregular personal being used for 
hacking is Markus Hess, CCC 
Hannover 

Detected August 1986 

Classified as ñPersistent Computer 
Intruderò 

Directed and paid by the KGB 

At that time, the Internet connected 
~20.000 computers 

Most of them used for research, 
development and administration 



1980 Style APT  
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